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Objectives

Hardware and Software Security solutions
Hardening Cisco Devices
Cisco I0OS Firewall

Securing Solaris 10
Role-based access control (RBAC).
Basic Audit Reporting Tool (BART).
Solaris Security Toolkit (SST)
Some Useful Links
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Confidentiality
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Confidentiality Attacks

Packet capture

Ping sweep and port scan

Dumpster diving

Electromagnetic interference (EMI) interception
Wiretapping

Social engineering

Sending information over overt channels
Sending information over covert channels



Integrity
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Integrity Attacks

Salami attack This is a collection of small attacks that result in a lar
attack when combined.

Data diddling The process of data diddling changes data before it |
stored in a computing system.

Trust relationship exploitation Different devices in a network might

have a trust relationship between themselves.

Password attackirojan horse, Packet captur&eyloggerBrute force,

Dictionary attack,Botnet, Hijacking a sessign



Availability
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Availability Attacks

Denial of serviceloS

Distributed denial of servicedDo$3

TCP SYN flood

ICMP attacks

Electrical disturbancesHower spike, Electrical surge, Power fault,
Blackout, Power sag, Brownot
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Security Policy

Policies, Standards, Procedures, Baselines, Guidelines:

Security Standards and
Policies Frameworks

Y
Baselines Procedures




Security Implementation

Security Wheel:
Secure
Monitor and respond
Test
Manage and Improve
Main parts of network security
Risk Analysis, Management, and Avoidance
Factors Contributing to a Secure Network Design
User Awareness and Training

Security Policy Responsibilities in a company
Chief Security Officer (CSO)
Chief Information Officer (Cl1O)
Chief Information Security Officer (CISO)



Some Security Product
Vendors
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Cryptography

Cryptographic Algorithms
A Symmetric key cryptographgalso known as secret key or
preshared key cryptography):
A Asymmetric key Cryptographgalso known as public Key
cryptography):
A Hash algorithm(or hash function):
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Symmetric and
Asymmetric Key Cryptography

Symmetric Key Cryptography
Data Encryption Standard (DES):
TripleDES (3DES):
Advanced Encryption Standard (AES):

Asymmetric Key Cryptography
RSA.
Diffie-Hellman (DH):
Digital Signature Algorithm (DSA):
PublicKey Cryptography Standards (PKCS):
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Hash Algorithm

Message Digest (MD) algorithms:

MD2 (see RFC 1319):

MD4 (see RFC 1320):

MD5 (see RFC 1321):

Secure Hash Algorithm (SHA):

SHAI1 (see RFC 3174TJransport Layer Security (TLS), Secur
Sockets Layer (SSL), Pretty Good Privacy (PGP), Secure Shell (S
Secure Multipurpose Internet Mail Extension (S/MIME), and PSec
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Virtual Private Network

Cryptographic VPN technologies include

IP Security (IPsec)

Layer 2 Tunneling Protocol (L2TP): (Protected by IPsec)

Generic Routing Encapsulation (GRE): (Protected by IPsec)
Pointto-Point Tunneling Protocol (PPTP): (Protected by MPPE: Mici
Pointto-Point Encryption Protocol, see RFC 3078)



Public Key Infrastructure

PKI Components

Digital certificate (also known as identity certificate):
Certificate Authority (CA):

Registration Authority (RA)

Directory service:

Certificate Revocation List (CRL):

Simple Certificate Enroliment Protocol (SCEP):
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IR Hardware and Software
CI5CO Security solutions

Detecting, Preventing, and Responding to Attacks and Intrusions

Cisco Security Monitoring, Analysis, and Response SystelARS)
Cisco IPS solutions

Cisco Security Agent (CSA)

Cisco Security Manager

Hostbased Intrusion Prevention System (HIPS)
Network-based Intrusion Detection System (NIDS),



IR Integrated
CISCO Security Products

Cisco IOS router

Cisco ASA 5500 series security appliance

Cisco PIX 500 series security appliance

Cisco 4200 series IPS appliances

Cisco Security Agent (CSA)

Cisco Secure Access Control Server (ACS)

Cisco Catalyst 6500 series switch and Cisco 7600 series router mc
Cisco Router and Security Device Manager (SDM)
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CISCO Security Appliances
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IR Cisco PIX 535
CI5CO Security Appliance



